
6229 Bren Mar Dr

DNC Corp
REFERENCE YOUR:

________________________________________

PAGE         OF         PAGES

1 29IMPORTANT: Mark all packages and papers with contract and/or order numbers.
ORDER FOR SUPPLIES OR SERVICES

1. DATE OF ORDER 

04/26/2007 

2. CONTRACT NO. 

GS-35F-0404S

(If any) 6. SHIP TO:

3. ORDER NO. 4. REQUISITION/REFERENCE NO.

a. NAME OF CONSIGNEE

DTMA1F07032
5. ISSUING OFFICE

b. STREET ADDRESS
(Address correspondence to)

DOT/Maritime Administration, MAR-380
1200 New Jersey Ave., SE MAR380, W28-201 

c. CITY d. STATE

DC 20590

e. ZIP CODE

7. TO: f. SHIP VIA
a. NAME OF CONTRACTOR

b. COMPANY NAME X a. PURCHASE

9. ACCOUNTING AND APPROPRIATION DATA
- 7007 - 175000 - 200713F - GA - L056 - 00 - 000134000 - 25707 -  - 61006600 -  -  -  -   -
11 - N76170

10. REQUISITIONING OFFICE

DOT/Maritime Administration, MAR-340

12. F.O.B. POINT
Destination

14. GOVERNMENT B/L NO. 16. DISCOUNT TERMS

13. PLACE OF
(Date)

15. DELIVER TO F.O.B. POINT
      ON OR BEFORE

10 days

a. INSPECTION b. ACCEPTANCE

0.500 %
See Line Item Detail for Delivery
Dates

20 days %
30 days

days
%
%

Please furnish the following on the terms and
conditions specified on both sides of this order and
on the attached sheet, if any, including delivery as
indicated.

b. DELIVERY - Except for billing
instructions on the reverse, this 
delivery order is subject to 
instructions contained on this side 
only of this form and is issued 
subject to the terms and conditions 
of the above-numbered contract.

0
1

Kenneth Moore

DOT/Maritime Administration, MAR-340

1200 New Jersey Ave., SE MAR380, W28-201 

Washington

BEST WAY

8. TYPE OF ORDERDewan Chowdhury

Washington DC 20590

(Check appropriate box(es))11. BUSINESS CLASSIFICATION
c. DISADVANTAGED d. WOMEN-OWNEDa. SMALL b. OTHER THAN SMALL

d. CITY
Alexandria

e. STATE
VA

f. ZIP CODE
22312-6406

c. STREET ADDRESS

ITEM NO.
(a)

SUPPLIES OR SERVICES
(b)

17. SCHEDULE (See reverse for Rejections)
QUANTITY 
ORDERED 

(c)
UNIT

(d)

SEE LINE ITEM DETAIL

AMOUNT
(f)

UNIT
PRICE

(e)

QUANTITY
ACCEPTED

(g)

SEE BILLING
INSTRUCTIONS

ON
REVERSE

21. MAIL INVOICE TO: Justin Breeden

18. SHIPPING POINT 19. GROSS SHIPPING WEIGHT 20. INVOICE NO.

17(h) TOT.

a. NAME
DOT/  Enterprise Services Center (ESC) OFO/FAA,  Oklahoma City

(Cont.
pages)

b. STREET ADDRESS (or P.O. Box)

c. CITY d. STATE e. ZIP CODE
$143,500.00

Oklahoma City OK 73125

17(i)
GRAND
TOTAL

22. UNITED STATES OF
       AMERICA BY (Signature)

23. NAME
Frank Bajowski

(Typed)

NSN 7540-01-152-8083
TITLE: CONTRACTING/ORDERING OFFICER

Previous edition not usable Prescribed by GSA/FAR 48 CFR 53.213(e)
OPTIONAL FORM 347 (REV. 6/95)

MARAD A/P Branch, AMZ-150 PO Box 25710

MARAD 

frank.bajowski
FB Signature



SUPPLEMENTAL INVOICING INFORMATION

RECEIVING REPORT

inspected, accepted, received

SHIPMENT

NUMBER

PARTIAL

FINAL

DATE RECEIVED  SIGNATURE OF AUTHORIZED U.S. GOV'T REP. DATE

TOTAL CONTAINERS GROSS WEIGHT RECEIVED AT  TITLE

REPORT OF REJECTIONS

OPTIONAL FORM 347 (REV. 6/95) BACK

QUANTITY
REJECTEDITEM NO. SUPPLIES OR SERVICES UNIT REASON FOR REJECTION

1

If desired, this order (or a copy thereof) may be used by the Contractor as the Contractor's invoice, instead of a separate invoice,
provided the following statement, (signed and dated) is on (or attached to) the order: "Payment is requested in the amount of
$_______.  No other invoice will be submitted."  However, if the Contractor wishes to submit an invoice, the following information
must be provided; contract number (if any), order number, item number(s), description of supplies or service, sizes, quantities, unit
prices, and extended totals.  Prepaid shipping costs will be indicated as a separate item on the invoice.  Where shipping costs
exceed $10 (except for parcel post), the billing must be supported by a bill of lading or receipt.  When several orders are invoiced to
an ordering activity during the same billing period, consolidated periodic billings are encouraged.

Quantity in the "Quantity Accepted" column on the face of this order has been:
by me and conforms to contract.  Items listed below have been rejected for the reasons indicated.

PAGE NO. 2 of 29



PAGE NO.
3 of 29

ORDER NO.

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

IMPORTANT:  Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER

AMOUNT
(f)

QUANTITY
ACCEPTED

(g)

UNIT
PRICE

(e)

 
SUPPLIES OR SERVICES

(b)
ITEM NO.

(a)

QUANTITY
ORDERED

(c)

 
UNIT

(d)

This order is for Certification and Accreditation (C&A) Security Support
Services of the U.S. Maritime Administration's Information System
(IS)/Information Technology (IT) Systems in order to be in compliance
with Office of Management and Budget (OMB) Federal Information
Security Management Act (FISMA) Act of 2002.

04/26/2007 GS-35F-0404S DTMA1F07032
CONTRACT NO.

0.00 N/A 0.000 0.000001 C&A - MARAD Common Content Environment (CCE)

(Priced for Draft and Final Separately)

Delivery Date
09/01/2007

1.00 PKG 30,000.000 30,000.000001AA DRAFT - C&A SUBMISSION - FIXED PRICE - REQUIRED

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
07/02/2007

1.00 PKG 10,000.000 10,000.000001AB FINAL - C&A SUBMISSION - FIXED PRICE - REQUIRED

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
07/16/2007

0.00 N/A 0.000 0.000002 C&A - Enclave 8

(Priced for Draft and Final Separately)

Delivery Date
09/01/2007

1.00 PKG 19,500.000 19,500.000002AA DRAFT - C&A SUBMISSION - FIXED PRICE - REQUIRED

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
07/16/2007

1.00 PKG 6,500.000 6,500.000002AB FINAL - C&A SUBMISSION - FIXED PRICE - REQUIRED

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
07/30/2007

0.00 N/A 0.000 0.000003 OPTION C&A - Enclave 4

(Priced for Draft and Final Separately)

Start Date End Date
04/26/2007 10/26/2008

(10-83)
Prescribed by GSA-FAR (48 CFR)

OPTIONAL FORM 348

$66,000.00TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i)

$0.00
NSN 7540-01-152-8082



PAGE NO.
4 of 29

ORDER NO.

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

IMPORTANT:  Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER

AMOUNT
(f)

QUANTITY
ACCEPTED

(g)

UNIT
PRICE

(e)

 
SUPPLIES OR SERVICES

(b)
ITEM NO.

(a)

QUANTITY
ORDERED

(c)

 
UNIT

(d)

04/26/2007 GS-35F-0404S DTMA1F07032
CONTRACT NO.

1.00 PKG 17,250.000 17,250.000003AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
09/01/2007

1.00 PKG 5,750.000 5,750.000003AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
09/01/2007

0.00 N/A 0.000 0.000004 OPTION C&A - Enclave 7

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

1.00 PKG 17,250.000 17,250.000004AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
09/01/2007

1.00 PKG 5,750.000 5,750.000004AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
09/01/2007

0.00 N/A 0.000 0.000005 OPTION C&A - Enclave 6

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

(10-83)
Prescribed by GSA-FAR (48 CFR)

OPTIONAL FORM 348

$46,000.00TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i)

$0.00
NSN 7540-01-152-8082



PAGE NO.
5 of 29

ORDER NO.

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

IMPORTANT:  Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER

AMOUNT
(f)

QUANTITY
ACCEPTED

(g)

UNIT
PRICE

(e)

 
SUPPLIES OR SERVICES

(b)
ITEM NO.

(a)

QUANTITY
ORDERED

(c)

 
UNIT

(d)

04/26/2007 GS-35F-0404S DTMA1F07032
CONTRACT NO.

1.00 PKG 19,500.000 19,500.000005AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
09/01/2007

1.00 PKG 6,500.000 6,500.000005AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

REFERENCE: PR300070067  (11N76170)
Accounting Appropriation Data:  007175000. 2007. 13FGAL0650. 0000134000.
25707. 61006600

Delivery Date
09/01/2007

0.00 N/A 0.000 0.000006 OPTION C&A - Enclave 5

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

0.00 PKG 19,500.000 0.000006AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

NOTE: Funds are not presently available for this item.  The total price of
$19,500.00 for Contract Line Item Number 0006AA shall be funded by unilateral
action of the government if and when funds become available. The Government’s
obligation under this contract is contingent upon the availability of appropriated
funds from which payment for contract purposes can be made subject to FAR
52.232-18 "Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 PKG 6,500.000 0.000006AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

NOTE: Funds are not presently available for this item.  The total price of $6,500.00
for Contract Line Item Number 0006AB shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 N/A 0.000 0.000007 OPTION C&A - Enclave 3

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

(10-83)
Prescribed by GSA-FAR (48 CFR)

OPTIONAL FORM 348

$26,000.00TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i)

$0.00
NSN 7540-01-152-8082



PAGE NO.
6 of 29

ORDER NO.

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

IMPORTANT:  Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER

AMOUNT
(f)

QUANTITY
ACCEPTED

(g)

UNIT
PRICE

(e)

 
SUPPLIES OR SERVICES

(b)
ITEM NO.

(a)

QUANTITY
ORDERED

(c)

 
UNIT

(d)

04/26/2007 GS-35F-0404S DTMA1F07032
CONTRACT NO.

0.00 PKG 17,250.000 0.000007AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

NOTE: Funds are not presently available for this item.  The total price of
$17,250.00 for Contract Line Item Number 0007AA shall be funded by unilateral
action of the government if and when funds become available. The Government’s
obligation under this contract is contingent upon the availability of appropriated
funds from which payment for contract purposes can be made subject to FAR
52.232-18 "Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 PKG 5,750.000 0.000007AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

NOTE: Funds are not presently available for this item.  The total price of $5,750.00
for Contract Line Item Number 0007AB shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 N/A 0.000 0.000008 OPTION C&A - Enclave 2

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

0.00 PKG 17,250.000 0.000008AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

NOTE: Funds are not presently available for this item.  The total price of
$19,500.00 for Contract Line Item Number 0006AA shall be funded by unilateral
action of the government if and when funds become available. The Government’s
obligation under this contract is contingent upon the availability of appropriated
funds from which payment for contract purposes can be made subject to FAR
52.232-18 "Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 PKG 5,750.000 0.000008AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

Funds are not presently available for this item.  The total price of $5,750.00 for
Contract Line Item Number 0008AB shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

(10-83)
Prescribed by GSA-FAR (48 CFR)

OPTIONAL FORM 348

$0.00TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i)

$0.00
NSN 7540-01-152-8082



PAGE NO.
7 of 29

ORDER NO.

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

IMPORTANT:  Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER

AMOUNT
(f)

QUANTITY
ACCEPTED

(g)

UNIT
PRICE

(e)

 
SUPPLIES OR SERVICES

(b)
ITEM NO.

(a)

QUANTITY
ORDERED

(c)

 
UNIT

(d)

04/26/2007 GS-35F-0404S DTMA1F07032
CONTRACT NO.

0.00 N/A 0.000 0.000009 OPTION C&A - Enclave 1

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

0.00 PKG 17,250.000 0.000009AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

Funds are not presently available for this item.  The total price of $17,250.00 for
Contract Line Item Number 0009AA shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 PKG 5,750.000 0.000009AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

Funds are not presently available for this item.  The total price of $5,750.00 for
Contract Line Item Number 0009AB shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

0.00 N/A 0.000 0.000010 OPTION C&A - Regional LAN - GSS

(Priced for Draft and Final Separately)

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

0.00 PKG 63,750.000 0.000010AA DRAFT C&A SUBMISSION - FIXED PRICE (OPTIONAL)

Funds are not presently available for this item.  The total price of $63,750.00 for
Contract Line Item Number 0010AA shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

(10-83)
Prescribed by GSA-FAR (48 CFR)

OPTIONAL FORM 348

$0.00TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i)

$0.00
NSN 7540-01-152-8082



PAGE NO.
8 of 29

ORDER NO.

ORDER FOR SUPPLIES OR SERVICES
SCHEDULE - CONTINUATION

IMPORTANT:  Mark all packages and papers with contract and/or order numbers.
DATE OF ORDER

AMOUNT
(f)

QUANTITY
ACCEPTED

(g)

UNIT
PRICE

(e)

 
SUPPLIES OR SERVICES

(b)
ITEM NO.

(a)

QUANTITY
ORDERED

(c)

 
UNIT

(d)

04/26/2007 GS-35F-0404S DTMA1F07032
CONTRACT NO.

0.00 PKG 21,250.000 0.000010AB FINAL C&A SUBMISSION - FIXED PRICE (OPTIONAL)

Funds are not presently available for this item.  The total price of $21,250.00 for
Contract Line Item Number 0010AB shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Start Date End Date
04/26/2007 10/26/2008

2.00 EA 2,750.000 5,500.000011 TRAVEL (REQUIRED)

Travel for C&A for MARAD Common Content Environment (CCE)

DELETE ALL REFERENCE TO REIMBURSABLE TRAVEL, TRANSPORTATION,
LODGING, MEALS, INCIDENTAL EXPENSES AND REQUEST FOR
REIMBURSEMENT.  BECAUSE TRAVEL IS FIXED PRICE CONTRACT LINE
ITEM, IT WILL BE INVOICED AS A FIXED COST ONLY.

Delivery Date Start Date End Date
09/01/2007 04/26/2007 10/26/2008

0.00 EA 2,700.000 0.000012 TRAVEL (OPTION)

Travel for C&A for Regional offices: New York, NY; Great Lakes, IL; San
Francisco, IL; Norfolk, VA; and, New Orleans, LA.

The unit price is 5 at $2,700.00 and the total price is $13,500.00 for all 5 trips.

Funds are not presently available for this item. The total price of $13,500.00 for
Contract Line Item Number 0012 shall be funded by unilateral action of the
government if and when funds become available. The Government’s obligation
under this contract is contingent upon the availability of appropriated funds from
which payment for contract purposes can be made subject to FAR 52.232-18
"Availability of Funds".

Delivery Date Start Date End Date
ADC 18 mths. 04/26/2007 10/26/2008

Accounting Data:
7007175000.2007.13FGAL0650.0000134000.25707.61006600
(11N76170).   A total of $143,500.00 is funded by this action.   CC:
Cynthia Best, Justin Breeden, Kenneth Moore, Donna Seymour, Betsy
Proch, Frank Bajowski,  Dewan Chowdhury.

(10-83)
Prescribed by GSA-FAR (48 CFR)

OPTIONAL FORM 348

$5,500.00TOTAL CARRIED FORWARD TO 1ST PAGE (ITEM 17i)

NSN 7540-01-152-8082
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COMMERCIAL CLAUSES  
 
 



   Document No. 

DTMA1F07032 

Document Title 

MARAD IS/IT C&A Security Compliance 
  Page 11 of 11 

 
SECTION A -- SOLICITATION/CONTRACT FORM  
 
 
A.1 DESCRIPTION 
 
 
GENERAL INFORMATION 
 
(a)  Purpose:  The Maritime Administration (MARAD), and Operating Administration of the Department of Transportation 
(DOT) has multiple systems that are rated low or moderate, according to the FIPS 199 criticality rating.  It is the system owners' 
responsibilities to ensure that departmental systems are in compliance with Office of Management and Budget (OMB) Circular A-130, 
Management of Federal Information Resources;  Title III of the E-Government Act (Public Law 107-347), entitled the Federal 
Information Security Management Act (FISMA) of 2002; National Institute of Standards Special Publications (NIST SP); and DOT 
Guidelines and requirements; and that Certification and Accreditation (C&A) activities are performed in accordance with such 
requirements.  System owners are required to address security throughout the lifecycle of a system, from reviewing and planning for 
changes in information systems; addressing potential changes in system security; implementation; periodic review, and/or audit of 
existing policies, procedures and controls; and C&A. 
 
(b)  Background:  MARAD is undergoing a move of all its systems in several stages.  MARAD's IT infrastructure servers and 
applications are being moved to Stennis Space Center in Mississippi, a National Aeronautics and Space Administration (NASA) 
facility.  The DOT headquarters, where MARAD work processes reside, is being relocated from 400 7th Street SW, to a new facility 
at the Southeast Federal Center (SFC) in Washington, DC.  Due to the introduction of new applications and the move of existing 
information systems to the new facilities, C&A is required to maintain the confidentiality, integrity, and availability of MARAD's 
information technology environment. 
 
While the methodology for conducting C&A is well defined in various Federal laws and regulations, the actual logistics and specific 
activities required to accomplish C&A tasks within DOT were derived with input from DOT modal Information Systems Security 
Officers (ISSO) as well as the DOT CIO and the DOT Chief Information Security Officer (CISO).  This move means C&A must be 
performed for the IT equipment and infrastructure of the Office of the Secretary and DOT Operating Administrations.  In addition to 
the requirements surrounding the move to the new HQ building, C&A work is necessary for compliance with Government 
requirements, IT asset acceptance within the DOT infrastructure, and acceptance of DOT IT resources' credibility with other 
Government entities.  FISMA requires annual reviews of information systems security, and OMB Circulars require that every Federal 
information system be recertified at least every 3 years or upon major system changes. 
 
 



   Document No. 

DTMA1F07032 

Document Title 

MARAD IS/IT C&A Security Compliance 
  Page 12 of 12 

 
SECTION B -- SUPPLIES OR SERVICES AND PRICES  
 
 
B.1 FEDERAL SUPPLY SCHEDULE 
 
 
The terms and conditions of the Vendors GSA Schedule Contract No.    GS-35F-0404S      will apply to this Contract.   
 
This order is placed under written authorization from Solicitation No. DTMA1Q07018 dated 22 March 2007.  In the event of any 
inconsistency between the terms and conditions of this order and those of your Federal Supply Schedule contract, the latter will 
govern. 
 
 



   Document No. 

DTMA1F07032 

Document Title 

MARAD IS/IT C&A Security Compliance 
  Page 13 of 13 

 
SECTION C -- DESCRIPTIONS AND SPECIFICATIONS  
 
 
C.1 REQUIREMENTS STATEMENT 
 
 

Information System/Information Technology Security Support 
Information System Security Support 

Certification and Accreditation (C&A) Support 
 

REQUIREMENTS STATEMENT 
 
The U.S. Department of Transportation's (DOT) Maritime Administration (MARAD) has a requirement for Information System 
(IS)/Information Technology (IT) Security Certification and Accreditation (C&A). 
 
(a) APPLICABLE PROVISIONS: The National Institute of Standards and Technology (NIST) guidance that was developed for 
the C&A of all Federal systems begins with the premise that all agency assets must meet the minimum-security requirements of OMB 
Circular A-130, Appendix 111 (found at http://www.whitehouse.gov/omb/circulars/a130/a130appendix_iii.html).  Appendix 111 
establishes a minimum set of controls to be included in Federal IT security programs.  NIST SP 800-37, Guidelines for the Security 
Certification and Accreditation of Federal Information Technology Systems and the Departmental Information Resource Management 
Manual (DIRMM) Chapter 10 (found at http://cio.ost.dot.gov/portal/site/cio/menuitem.9927580d73bc98d5361fb93631008a0c/)  , 
Systems Security, describe guidance for accomplishing C&A for DOT.  In addition, NIST SP 800-53, Recommended Security 
Controls for Federal Information Systems describes recommended minimum security controls for various sensitive classification 
levels.  All NIST documents can be found at http://csrc.nist.gov/publications/nistpubs/ 
 
The contractor is required to be familiar with the Federal environment, as well as the laws and regulations governing IT security in the 
Federal Government.  The Department of Transportation and Maritime Administration policy and references listed below are also 
required for C&A activities.  The contractor is asked to submit details of the industry standards and best practices that will be followed 
throughout this project. 
 
DOT Policy References (found at http://communities.dot.gov/ia/iapolicies.htm): 
  DOT Certification and Accreditation Templates, adapted for MARAD use 
  MARAD ITAM C&A Policy, DRAFT 
  Departmental Information Resource Management Manual (DIRMM) Chapter 10, Systems Security 
  DOT IT and IA Policy #2007-001 Systems Definitions and Applicability   
  DOT ITIA Guidance 2006-04 FISMA Information Systems Security Baseline Configuration Policy 
  DOT ITIA Guidance 2006-05 System Certification and Accreditation (C&A) for the New DOT Headquarters 
  DOT ITIA Guidance 2006-07 Modal Contingency Plan Testing for all Information Technology Systems 
  DOT ITIA Guidance 2006-18 OST Information Assurance Roles & Responsibilities Policy 
  DOT ITIA Guidance 2006-22 Implementation of DOT's Protection of Sensitive Personally Identifiable Information (SPII) 
 
Collectively, legislative and regulatory mandates and DOT policies place a very high standard of performance on the Department.  
Moreover, as part of these mandates, the Department has to provide significant reporting on C&A status to OMB and to Congress.  
Therefore, it is incumbent upon all DOT Operating Administrations, such as MARAD, to document thorough, high quality C&As that 
provide accurate reporting information for DOT. 
 
(b)  SCOPE OF WORK - The contractor shall conduct C&A of MARAD systems.  MARAD categorizes systems into Enclaves 
according to sensitivity and exposure.  The sensitivity rating is derived from the FIPS 199 (found at 
http://csrc.nist.gov/publications/fips/index.html) criticality rating of Low, Moderate, High; and exposure is rated by four categories, 
Federal workers, contractors, trusted partners and the general public.  MARAD currently does not have any High sensitivity systems, 
and therefore uses only 8 out of 12 possible Enclaves.  An Enclave typically contains between 1 and 9 applications.  MARAD has 
approximately 32 minor applications that have been cataloged into the 8 Enclaves.  MARAD's Global Support Systems (GSS) will 
require 2 separate C&As; one for the MARAD Common Content Environment, and one for the Regional LAN.  The scope of this 
work is expected to consist of 10 C&A packages.   
 
The identified systems will be transferred to the Stennis facility beginning mid-March and ending between 10 May 2007 and 15 May 
2007.  Shortly after, DOT HQ will move to the new building at the Southeast Federal Center, Washington, DC 20590.  This will affect 
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C&A activities in that no C&A can be completed until after the final move.  The systems will be set up in different configurations at 
the new facility in Stennis.  There will be no MARAD systems built out in the HQ site in DC, which will be solely workstations.  
MARAD's C&A activities are to be staggered to take into account these moves and the resultant deadlines. 
 
C&A activities are described in the National Institutes of Standards and Technology (NIST) Special Publication 800-37 and other 
related NIST guidance documents.  Generally, C&A activities include development of system security plans, risk assessments, and 
other documentation that describes security controls and their implementation; the planning and execution of certification testing that 
validates the effectiveness of security controls; and associated accreditation documentation that describes residual risks, providing 
remediation strategies, or otherwise assist the authorizing official to make an accreditation decision.  C&A activities may include the 
review and update of previously certified systems and their documentation.  Partial documentation exists for security architecture, 
System Development Live Cycle (SDLC), baseline security requirements, and configuration information.  Because of MARAD's 
Enclave strategy for C&A, existing documentation is not wholly sufficient, as it does not represent current methodology.  This 
documentation will be reviewed and updated based on the new facilities' environments, and will include any new requirements since 
previous certifications were performed.   
 
(c) DELIVERABLES AND DOCUMENTATION - The primary product from the C&A project is documentation.  Therefore, 
the vendor shall adhere to and follow all Federal and industry standards for preparing complete and comprehensive documentation to 
support the systems being certified and accredited.  The following pages outline the required documentation for the C&A process.  All 
documents must follow the MARAD templates, adapted from DOT templates as provided on DOTnet 
 
All work products shall be completed within specific timeframes, shall contain the required content, and shall conform to standards 
specifically cited 
 
Tasks to be performed for each C&A package shall include, but are not limited to, the following (for more detail See Section F.2 
DELIVERABLES): 
 
(1.) Information system documentation discovery, review, and development where appropriate; 
(2.) Review and validation of existing C&A documentation; 
(3.) Development of System Security Plans (SSP);  
(4.) Development of Risk Assessments (RA); 
(5.) Development of Plan of Action and Milestone (POA&M) documents, where needed; 
(6.) Security Test and Evaluation (ST&E) of systems as required using approved tools and methodologies; 
(7.) Development of Certification and Accreditation Statement; 
(8.) Development of Business Impact Analysis; 
(9.) Compliance checking of systems, as required by DOT via minimum security baseline assessments;  
(10.) Providing recommendations regarding accreditation decisions; 
(11.) Decision support as needed throughout the C&A lifecycle.  
 
CONTRACTOR'S RESPONSIBILITIES: 
 
Due to the moves to Stennis and to the new building, C&As must be completed in a phased-in approach.  The MARAD move to 
Stennis is currently planned beginning mid March 2007, and ending May 10 through 15, 2007.  The tentative due date for all C&As is 
September 1, 2007, 105 days after MARAD's move to Stennis is completed.   
 
Due to tight deadlines for completion, all C&A work shall be coordinated to stagger deliverables to facilitate MARAD review in a 
timely manner so that system owners and the ISSO can have ample time to review each, make recommendations, and send to the 
Authorizing Official for approval before accreditation deadline.  Different portions of deliverables may be offered for review as a 
work in progress throughout the project.  All C&A activities for systems that are funded for FY 2007 are to be submitted in draft by 
August 15, 2007.  Final submissions are due September 1, 2007, so as to meet the deadline for AO review and accreditation.  Any 
additional funded C&A activities are required to be completed in a timely manner from when funding becomes available. 
 
Before the move, the contractor shall perform as many C&A activities as possible.  (These do not necessarily have to be done before 
the move.)  These activities, per system, will include: 
  System Security Plan in accordance with NIST SP 800-18 
  Risk Assessment in accordance with NIST SP 800-30 
 Business Impact Analysis in accordance with NIST SP 800-34 
  Testing of controls in accordance with NIST SP 800-53.  This includes testing of all controls up to technical controls that will 
be put into place in the new building 
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  Notification to ISSO of all High weaknesses upon discovery, so these can be remediated by MARAD before final completion 
of C&A activities. 
 
Upon the move to the new facility the contractor will be responsible for the following items to update the C&A package to reflect the 
changes of system moving into the new building and to have a new C&A date which reflects the post-move environment.  The 
following must be completed by the contractor for each C&A: 
  Completion of a full Security Test and Evaluation (ST&E) based upon the NIST 800-53.   
  Modification of any and all previously prepared C&A documentation to reflect changes in the systems/applications 
configurations and locations.  Items that need to be updated include: 
  MOUs 
  Network Diagrams 
  Information on environmental and physical security controls 
  System Security Plan 
  Risk Assessment 
 
MARAD's information systems have been cataloged into 8 Enclaves.  In addition, MARAD's Global Support Systems (GSS) will 
require 2 separate C&As; one for the MARAD Common Content Environment, and one for the Regional LAN.  The scope of this 
work is expected to consist of 10 C&A packages, as follows: 
 
1. MARAD Common Content Environment (CCE) is a Moderate (according to FIPS 199) GSS, and consists of hardware and software 
that had not been transferred to the Office of the Secretary of Transportation Common Operating Environment (OST COE).  MARAD 
CCE includes operating systems, databases, and network devices such as firewalls, routers, and switches, as well as telecom devices 
and equipment.  In addition, common services such as workflow,  document management, collaboration, content services, reporting, 
the development lab and Documentum, MARAD's document management software, are part of MARAD CCE.  The CCE does not 
include file and print servers, or email servers.   
 
None of the mission specific applications will be included in this certification, however all controls and configurations will be set to 
encompass the standards for Moderate systems, as defined by FIPS 199 (found at http://csrc.nist.gov/publications/fips/index.html), 
and for systems with public exposure.  All MARAD CCE will be moving to the Stennis, MS facility beginning March 15, 2007. 
 
MARAD CCE consists of the following: 
<> Operating systems: 
  40 Windows 2003 
  14 Linux 
  8 Solaris 
  1 Dell Storage Area Network (SAN) 
  7 VMWARE ESX server 
 
<> Databases: 
  Oracle 
  Structured Query Language (SQL) 
 
<> Applications: 
  Documentum (clustered) 
  Documentum Indexer 
  IIS 
  Jboss (clustered) 
  Apache (clustered) 
  Sun ID Manage (clustered) 
  Load balancers - (clustered 
  Tomcat 
  Eroom 
  Network File System (NFS) (clustered) 
 
2. Enclave 8 is expected to include 1 minor system of Moderate criticality (according to FIPS 199) 
3. Enclave 4 is expected to include 5 minor systems of Low criticality (according to FIPS 199) 
4. Enclave 7 is expected to include 3 minor systems of Moderate criticality (according to FIPS 199) 
5. Enclave 6 is expected to include 5 minor systems of Moderate criticality (according to FIPS 199) 
6. Enclave 5 is expected to include 9 minor systems of Moderate criticality (according to FIPS 199) 
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7. Enclave 3 is expected to include 1 minor system of Low criticality (according to FIPS 199) 
8. Enclave 2 is expected to include 2 minor systems of Low criticality (according to FIPS 199) 
9. Enclave 1 is expected to include 6 minor systems of Low criticality (according to FIPS 199) 
10. Regional LAN - GSS of Moderate criticality (according to FIPS 199) 
 
 
TRAVEL 
1. For the MARAD Common Content Environment C&A, certifiers will be required to travel to Stennis, MS, where most 
servers are housed.  The contractor is required to coordinate travel time so that most data collection can be performed in one or two 
trips to Stennis. 
2. For the Regions LAN GSS C&A, certifiers will be required to travel to outlying offices.  The contractor is required to 
coordinate travel time so that most data collection can be done with a minimal amount to Regional offices, for a total of up to 5 trips.  
Regional offices are located in New Orleans, Louisiana, Norfolk, Virginia, San Francisco, California, Great Lakes, Illinois (near 
Schaumberg), and New York City.  
 
CONTRACTOR EXPERTISE REQUIRED 
All contractor personnel are required to have a Federal background investigation.  The Federal background investigation must have 
taken place and been approved prior to the start day of work for each contractor employee.  A secret clearance is desired, but not 
required.   
 
C&A Project Manager 
1. Required to be proficient in implementation and management of IT security related projects for the Federal government, and 
to have comprehensive experience with security principles and their relation to information technology with IT infrastructure 
protection, risk management, vulnerability studies, and contingency planning.   
2. Must have previous experience in developing C&A (certification and accreditation) documents (including System Security 
Plans, Security Test & Evaluation Plans, Risk Assessments, Contingency Plans) on major systems using NIST 800-37 guidelines 
(NIST 800-18, 800-26, 800-53, and more).   
3. Must also be proficient in developing annual self assessments using NIST 800-53, including testing technical controls using 
tools and manual audits, and conducting penetration testing on systems.   
4. Must be proficient in applying standards and guidance from National Institute of Standard Special Publications (NIST SP), 
Federal Information Processing Standards (FIPS), Federal Information Security Management Act (FISMA), Clinger-Cohen, Patriot 
Act, Office of Management and Budget (OMB) A-130, the DOT Departmental Information Resources Management Manual 
(DIRMM), and related computer security guidance through ongoing examination and analysis of IT security projects.   
5. Must be knowledgeable in formation and implementation of DOT IT security policies to ensure confidentiality, integrity, and 
availability of DOT information systems.   
6. Secret or top secret clearance preferred. 
 
C&A Analysts  
1. Must have previous experience in developing C&A (certification and accreditation) documents (including System Security 
Plans, Security Test & Evaluation Plans, Risk Assessments, Contingency Plans) on major systems using NIST 800-37 guidelines 
(NIST 800-18, 800-26, 800-53, and more).   
2. Must be proficient in applying standards and guidance from National Institute of Standard Special Publications (NIST SP), 
Federal Information Processing Standards (FIPS), Federal Information Security Management Act (FISMA), Clinger-Cohen, Patriot 
Act, Office of Management and Budget (OMB) A-130, the DOT Departmental Information Resources Management Manual 
(DIRMM), and related computer security guidance through ongoing examination and analysis of IT security projects.   
3. CISSP certification preferred. 
 
Technical Writer/Editors 
1. Must have considerable experience in the proper formation and delivery of technical information according to defined project 
specifications, including reviewing, editing, and formatting.   
2. Must have experience in document management, and be able to assist project manager in creating efficiencies to result in 
reduced production time and a top-quality product.   
3. Must have some knowledge of National Institute of Standards Special Publications (NIST SP) 800-37, 800-53, 800-18, 800-
30, 800-34, 800-53, 800-53a, FIPS 199 and 200.  Knowledge of Risk Assessments, System Security Plans, Security Tests and 
Evaluations, Plans of Action and Milestones, and Certification Statements desirable. 
 
 
 



   Document No. 

DTMA1F07032 

Document Title 

MARAD IS/IT C&A Security Compliance 
  Page 17 of 17 

 
SECTION D -- PACKAGING AND MARKING  
 
 
D.1 PACKAGING AND MARKING 
 
 
Upon completion of each draft deliverable C&A package, the vendor shall prepare a comprehensive C&A documentation package 
(using MARAD templates, adapted from DOT templates), including all testing and certification results.  All draft documentation shall 
be provided electronically, either via email or CD-ROM. 
 
Upon completion of each final deliverable C&A package, the vendor shall prepare a comprehensive C&A documentation package 
(using MARAD templates, adapted from DOT templates), including all testing and certification results.  All final documentation shall 
be provided in both paper (hard copy) and electronic (soft copy) formats and all electronic files must be readable with current versions 
of standard Microsoft office-automation programs.  The vendor shall provide at least one hard and three soft copies.  All electronic 
documentation shall be provided on CD-ROM and shall not be compressed into ZIP archives. 
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SECTION E -- INSPECTION AND ACCEPTANCE  
 
 
E.1 52.246-04 INSPECTION OF SERVICES- FIXED PRICE AUGUST 1996 
 
 
 
(a) Definitions: "Services," as used in this clause, includes services performed, workmanship, and material furnished or utilized in the 
performance of services. 
 
(b) The Contractor shall provide and maintain an inspection system acceptable to the Government covering the services under this 
contract. Complete records of all inspection work performed by the Contractor shall be maintained and made available to the 
Government during contract performance and for as long afterwards as the contract requires. 
 
(c) The Government has the right to inspect and test all services called for by the contract, to the extent practicable at all times and 
places during the term of the contract. The Government shall perform inspections and tests in a manner that will not unduly delay the 
work. 
 
(d) If the Government performs inspections or tests on the premises of the Contractor or a subcontractor, the Contractor shall furnish, 
and shall require subcontractors to furnish, at no increase in contract price, all reasonable facilities and assistance for the safe and 
convenient performance of these duties. 
 
(e) If any of the services do not conform with contract requirements, the Government may require the Contractor to perform the 
services again in conformity with contract requirements, at no increase in contract amount. When the defects in services cannot be 
corrected by reperformance, the Government may-- 
 
(1) require the Contractor to take necessary action to ensure that future performance conforms to contract requirements; and 
(2) reduce the contract price to reflect the reduced value of the services performed. 
 
(f) If the Contractor fails to promptly perform the services again or to take the necessary action to ensure future performance in 
conformity with contract requirements, the Government may-- 
 
(1) by contract or otherwise, perform the services and charge to the Contractor any cost incurred by the Government that is directly 
related to the performance of such service; or 
(2) terminate the contract for default. 
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SECTION F -- DELIVERIES OR PERFORMANCE  
 
 
F.1 CHANGES TO TIME OF DELIVERY 
 
 
 
*** CLIN 0001AA, MARAD CCE Draft C&A Package is to be delivered by July 2, 2007.  
*** CLIN 0001AB, MARAD CCE Final C&A Package is to be delivered by July 16, 2007. 
 
*** CLIN 0002AA, Enclave 8 Draft C&A Package is to be delivered by July 16, 2007. 
*** CLIN 0002AB, Enclave 8 Final C&A Package is to be delivered by July 30, 2007. 
 
All the additional draft C&A Packages are due 30 business days (6 calendar weeks) from exercise of option, or 
10 business days (2 calendar weeks) from previous draft C&A Package due date. 
All the additional final C&A Packages are due 40 business days (8 calendar weeks) from exercise of option, or 
10 business days (2 calendar weeks) from previous final C&A Package due date. 
 
If more than one option is exercised, due dates will be staggered accordingly, i.e.: 
The first additional draft C&A Package is due 30 business days (6 calendar weeks) from exercise of option, or 
10 business days (2 calendar weeks) from previous draft C&A Package due date. 
Each additional draft C&A Package is due 10 business days (2 calendar weeks) from previous draft C&A 
Package due date. 
The first additional final C&A Package is due 40 business days (8 calendar weeks) from exercise of option, or 
10 business days (2 calendar weeks) from previous final C&A Package due date. 
Each additional final C&A Package is due 10 business days (2 calendar weeks) from previous final C&A 
Package due date. 
 
 
 
*** NOTE: Due Date changed on Amendment No. 0003, dated 16 April 2007. 
 
 
 
F.2 52.211-08 TIME OF DELIVERY JUNE 1997 
 
 
(a)  The Government requires delivery to be made according to the following schedule:  
 
REQUIRED DELIVERY SCHEDULE  
 
  C&A Packages are required to be delivered in a staggered manner in order to allow review time by MARAD.   
 
  All draft C&A Packages for awarded work must be submitted no later than 15 August 2007.   
 
  Upon receipt MARAD will have five (5) business days to review and comment in writing.  Vendor will then have five (5) 
business days to incorporate MARAD comments and submit final. 
 
  All final C&A Packages must be submitted by 1 September 2007. 
 
  MARAD CCE Draft C&A Package is to be delivered by June 4, 2007 (no deliveries between May 21 and June 1, 2007). 
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  MARAD CCE Final C&A Package is to be delivered by June 18, 2007. 
 
  Enclave 8 Draft C&A Package is to be delivered by July 2, 2007. 
  Enclave 8 Final C&A Package is to be delivered by July 16, 2007. 
 
  All the additional draft C&A Packages are due 30 business days (6 calendar weeks) from exercise of option, or 10 business 
days (2 calendar weeks) from previous draft C&A Package due date.   
  All the additional final C&A Packages are due 40 business days (8 calendar weeks) from exercise of option, or 10 business 
days (2 calendar weeks) from previous final C&A Package due date.   
  If more than one option is exercised, due dates will be staggered accordingly, i.e.: 
  The first additional draft C&A Package is due 30 business days (6 calendar weeks) from exercise of option, or 10 business 
days (2 calendar weeks) from previous draft C&A Package due date.   
  Each additional draft C&A Package is due 10 business days (2) calendar weeks) from previous draft C&A Package due date.  
  The first additional final C&A Package is due 40 business days (8 calendar weeks) from exercise of option, or 10 business 
days (2 calendar weeks) from previous final C&A Package due date.   
  Each additional final C&A Package is due 10 business days (2) calendar weeks) from previous final C&A Package due date.  
 
The Government will evaluate equally, as regards time of delivery, offers that propose delivery of each quantity within the applicable 
delivery period specified above. Offers that propose delivery that will not clearly fall within the applicable required delivery period 
specified above, will be considered nonresponsive and rejected. The Government reserves the right to award under either the required 
delivery schedule or the proposed delivery schedule, when an offeror offers an earlier delivery schedule than required above. If the 
offeror proposes no other delivery schedule, the required delivery schedule above will apply.  
 
 
 
(b)  Attention is directed to the Contract Award provision of the solicitation that provides that a written award or acceptance of 
offer mailed, or otherwise furnished to the successful offeror, results in a binding contract. The Government will mail or otherwise 
furnish to the offeror an award or notice of award not later than the day award is dated. Therefore, the offeror should compute the time 
available for performance beginning with the actual date of award, rather than the date the written notice of award is received from the 
Contracting Officer through the ordinary mails. However, the Government will evaluate an offer that proposes delivery based on the 
Contractor's date of receipt of the contract or notice of award by adding (1) five calendar days for delivery of the award through the 
ordinary mails, or (2) one working day if the solicitation states that the contract or notice of award will be transmitted electronically. 
(The term "working day" excludes weekends and U.S. Federal holidays.) If, as so computed, the offered delivery date is later than the 
required delivery date, the offer will be considered nonresponsive and rejected.  
 
 
 
F.3 DELIVERABLES 
 
 
Certification and Accreditation Package Deliverables: 
The 20 deliverables are listed below.  Each deliverable will consist of either a draft or a final C&A Package as described below.  The 
20 deliverables consist of a draft and a final C&A package for each of the 8 Enclaves and 2 General Support Systems (GSS).  The 
deliverables must be performed in the order below.  The Enclaves are expected to include 32 systems.  These describe the line items 
beginning on page 2 of this solicitation.  
 
Each C&A package will consist of the following documents.  All documents will be created using the standards established in DOT 
policies which can be found at http://communities.dot.gov/ia/iapolicies.htm; and in NIST Special Publications 800-100, 800-53, 800-
53a, 800-37, 800-34, 800-30, and 800-18, which can be found at http://csrc.nist.gov/publications/nistpubs/. 
 
? System Security Plan  
? Risk Assessment 
? Security Test and Evaluation 
? Plan of Actions and Milestones.  Notify ISSO of High weaknesses as they become known, for prompt remediation 
? Certification and Accreditation Statement 
? Business Impact Analysis 
 
MARAD needs to be able to measure performance.  To this end, the contractor is required to produce: 
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  Weekly Reports, due every Thursday 
  Monthly Reports, due on the second Thursday after the end of the month.  This report will consist of planned and actual 
resource utilization, which MARAD will use for its EVM 
  These deliverables will be measured on: 
" Acceptable quality 
" Accuracy 
" Timeliness 
 
C&A Package Deliverables 
1. Required: 
i. MARAD Common Content Environment (CCE) Draft C&A Package  
ii. MARAD Common Content Environment (CCE) Final C&A Package. 
iii. Enclave 8 Draft C&A Package. 
iv. Enclave 8 Final C&A Package. 
2. Optional: 
i. Enclave 4 Draft C&A Package  
ii. Enclave 4 Final C&A Package 
iii. Enclave 7 Draft C&A Package 
iv. Enclave 7 Final C&A Package 
v. Enclave 6 Draft C&A Package 
vi. Enclave 6 Final C&A Package 
vii. Enclave 5 Draft C&A Package 
viii. Enclave 5 Final C&A Package 
ix. Enclave 4 Draft C&A Package 
x. Enclave 4 Final C&A Package 
xi. Enclave 3 Draft C&A Package 
xii. Enclave 3 Final C&A Package 
xiii. Enclave 2 Draft C&A Package 
xiv. Enclave 2 Final C&A Package 
xv. Enclave 1 Draft C&A Package 
xvi. Enclave 1 Final C&A Package 
xvii. Regional GSS Draft C&A Package 
xviii. Regional GSS Final C&A Package  
 
 
 
F.4 PERIOD OF PERFORMANCE 
 
 
The period of performance for this contract is to be for a period of eighteen (18) months.  The government reserves the right to 
exercise, or not exercise, any and all options contained in this contract in accordance with the terms contained in FAR 52.217-09 - 
Option to Extend Term of the Contract. 
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SECTION G -- CONTRACT ADMINISTRATION DATA  
 
 
G.1 ELECTRONIC FUNDS TRANSFER (EFT) PAYMENT REQUIREMENT 
 
 
 
FAR 52.232-32 PAYMENT BY ELECTRONIC FUNDS TRANSFER (CCR), is included in this solicitation/contract by reference.  
All Contractor payments will be made by EFT unless excepted or otherwise determined by the paying office designated in the 
contract. 
 
The Contractor must initiate enrollment in EFT by contacting the paying office designated in the contract and requesting form SF 
3881, Automated Clearing House (ACH) Vendor/Miscellaneous Payment Enrollment Plan.  This form must be completed by the 
Contractor and their financial institution and returned to the paying office.  The paying office will complete the process and notify the 
Contractor that EFT enrollment is complete.  All payments under this contract will be held until the Contractor provides the required 
EFT enrollment information. 
 
 
G.2 CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE (COTR) 
 
 
 
(a) CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE (COTR) 
 
The Government's technical point of contact (COTR) for this Contract is: 
 
  KENNETH MOORE  
  U.S. DEPARTMENT OF TRANSPORTATION 
  MARITIME ADMINISTRATION 
  OFFICE OF CHIEF INFORMATION OFFICER 
  400 7TH STREET, S.W., WASHINGTON, DC 20590 
  E-Mail Address:  kenneth.moore@MARAD.dot.gov 
 
The COTR is responsible for the technical aspects of the project and is technical liaison with the Contractor.  The COTR is also 
responsible for the final inspection and acceptance of all deliverables, and such other responsibilities as may be specified in the 
contract/task orders. 
 
The COTR is not authorized to make any commitments or otherwise obligate the Government or authorize any changes that affect the 
contract price, terms or conditions.  Any Contractor request for changes shall be referred to the Contracting Officer directly or through 
the COTR.  No such changes shall be made without the expressed prior authorization of the Contracting Officer.  
 
The COTR may be changed by the Government at any time, but notification of the change, including the name and address of the 
successor COTR, will be promptly provided to the Contractor by the Contracting Officer in writing.   
 
The Contractor shall forward a copy of all invoices to the Contracting Officer's Technical Representative. 
 
 
 
(b) The Contractor's Primary Point of Contact shall be: 
 
  (To be provided by Contractor and inserted after contract award) 
 
 
 
G.3 INVOICE REQUIREMENTS 
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(a) Invoices shall be submitted in an original copy to MARADInvoices@FAA.GOV or mail to: 
 
U.S. MAIL 
MARAD A/P Branch, AMZ-150 
PO Box 25710 
Oklahoma City, OK 73125 
 
FEDEX 
MARAD A/P Branch, AMZ-150 
6500 S MacArthur Blvd. 
Oklahoma City, OK 73169 
 
Duplicate copies of invoices shall be submitted to the COTR at the same time they are delivered to the above address: 
 
U.S. Department of Transportation 
Maritime Administration 
MAR-340 
Attention: Kenneth Moore 
400 7th Street, S.W., Room 7310 
Washington, DC 20590 
  
 
 
(b) To constitute a proper invoice, the invoice must include the following information and/or attached documentation: 
(i) Name of the business concern. 
(ii) Invoice date. 
(iii) Contract number, or other authorization for supplies delivered or services performed (including order number and contract line 
item number). 
(iv) Description, price and quantity of supplies and services actually delivery or rendered. 
(v) Shipping and payment terms. 
(vi) Name (where practicable), title, phone number, and complete mailing address of responsible official to whom payment is to be 
sent. 
(vii) Other substantiating documentation or information as required by the contract. 
 
 
G.4 ACCOUNTING DATA 
 
 
The appropriation data for this contract will be cited on the contract. 
 
G.5 OPTIONS AND FUNDING CONSIDERATIONS 
 
 
The requirements for the U.S. Maritime Administration (MARAD) Common Content Environment (CCE) General Support System 
(GSS) and Enclave 8 have been funded by the Federal government and they must be fulfilled within the specified limitation of time. 
 
Options Enclaves 1 through 7 and the LAN GSS are subject to availability of funds in accordance with FAR 52.232-18.  If and when 
funds are available, the government will exercise whichever options it chooses to exercise. 
 
Due to funding considerations, MARAD requests individual pricing for the Enclaves in order of priority, as indicated in section F.2.  
All awarded work must be submitted in draft as described in F2, and submitted in final form as described in F2, in order to be signed 
by the Authorizing Official.  If the C&A effort for Fiscal Year 2007 is not fully funded, it is expected that C&As will be completed in 
Fiscal Year 2008. 
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The Period of Performance is from Notice to Proceed through 30 September 2008. 
 
G.6 ADDRESS FOR MAIL PAYMENTS 
 
 
 
If the Contractor desires payments to be mailed to an address different from the address shown in Block 15A, SF-33, insert such 
address below: 
___________________________________ 
(Company Name) 
___________________________________ 
(Attention) 
___________________________________ 
(Street Address) 
___________________________________ 
(City, County, State and Zip Code) 
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SECTION H -- SPECIAL CONTRACT REQUIREMENTS  
 
 
H.1 KEY PERSONNEL 
 
 
(a) The Contractor shall assign to this contract the following Key Personnel: 
 
   C&A Project Manager 
   C&A Analyst 
   C&A Technical Writer/Editor 
 
(b) During the first ninety (90) days of performance, the Contractor shall make no substitutions of key personnel unless the 
substitution is necessitated by illness, death, or termination of employment.  The Contractor shall notify the Contracting Officer within 
15 calendar days after the occurrence of any part of these events and provide the information requirement by paragraph (c) below.  
After the initial 90 day period, the Contractor shall submit the information requirement by paragraph (c) to the Contracting Officer at 
least 15 days prior to mailing any permanent substitutions. 
 
(c) The Contractor shall provide a detailed explanation of the circumstances necessitating the proposed substitutions, complete 
resumes for the proposed substitutes, and any additional information requested by the Contracting Officer.  Proposed substitutes 
should have comparable qualifications to those of the persons being replaced.  The Contracting Officer will notify the Contractor 
within 15 calendar days after receipt of all required information of the decision on substitutions.  The contract will be modified to 
reflect any approved changes of key personnel. 
 
(d) See also Transportation Acquisition Regulation (TAR) clause 1252.237-73, Key Personnel and/or Facilities. 
 
 
H.2 CONFLICTS OF INTEREST 
 
 
(a) The Offeror's attention is invited to FAR sub-part 9.505 "General Rules", due to significant potential organizational conflicts of 
interest.  These conflicts are normally resolved by imposing some restraint, appropriate to the nature of the conflict, upon the 
contractor’s eligibility for future contracts or subcontracts.  The general rules in 9.505-1 "Providing systems engineering and technical 
direction"; 9.505-2  "Preparing specifications or work statements"; 9.505-3  "Providing evaluation services"; and, 9.505-4 "Obtaining 
access to proprietary information" prescribe limitations on contracting as the means of avoiding, neutralizing, or mitigating 
organizational conflicts of interest that might otherwise exist in the stated situations. Some illustrative examples are provided in 9.508 
"Examples".  Conflicts may arise in situations not expressly covered in this section 9.505 "General Rules" or in the examples in 9.508 
"Examples". 
 
(b) The nature of the potential conflict of interest are as follows: 
--- preventing a contractor from conflicting roles that might bias the contractor's judgement; 
--- preventing a contractor from auditing a system that the contractor has developed, designed, assembled, or in any way obtained 
knowledge that would cause an unfair competitive advantage; 
--- preventing a contractor from being awarded a contract to audit a system or any components of a system that the contractor was a 
subcontractor, consultant, or supplier of such system, and likewise, obtained any basic system concepts or knowledge; 
--- preventing a contractor from evaluating a system without proper safeguards to ensure objectivite to pretect the government's 
interest; and 
--- failure to reveal this information prior to award of a contract. 
 
(c) The nature of proposed restraint upon future contractor activities could be for the duration of the period of performance of any 
contracts awarded under this solicitation and for a reasonable period thereafter. 
 
(d) In the event of a conflict of interest, the contracting officer shall attempt to avoid, neutralize, or mitigate significant conflicts 
before award.  In accordance with FAR subpart 9.504 (e), the contractor officer could withhold award based on conflict of interest 
considerations. 
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(e) The Offeror shall disclose this information in accordance with section I.4. 
 
H.3 52.217-09 OPTION TO EXTEND THE TERM OF THE CONTRACT MARCH 2000 
 
 
(a) The Government may excercise the option for any and all Contract Line Item Numbers 0003 - 0010 and 0012 of this contract by 
written notice to the Contractor within THIRTY (30) business days prior to start of work.   See Clause F.1 "CHANGES TO TIME OF 
DELIVERY". 
 
(b)  The total duration of this contract, including the exercise of any options under this clause, shall not exceed EIGHTEEN (18) 
months from the date of award.  
 
(c)  Options will be exercised within the first TWELVE (12) months of the Period of Performance by unilateral modification.   
 
(End of clause)  
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SECTION I -- CONTRACT CLAUSES  
 
 
I.1 52.217-06 OPTION FOR INCREASED QUANTITY MARCH 1989 
 
 
 
The Government may increase the quantity of supplies called for in the Schedule at the unit price specified.  The Contracting Officer 
may exercise the option by written notice to the Contractor within SIXTY (60) DAYS.  Delivery of the added items shall continue at 
the same rate as the like items called for under the contract, unless the parties otherwise agree. 
 
 
 
I.2 52.227-17 RIGHTS IN DATA--SPECIAL WORKS JUNE 1987 
 
 
 
(a) Definitions.  
 
"Data," as used in this clause, means recorded information regardless of form or the medium on which it may be recorded. The term 
includes technical data and computer software. The term does not include information incidental to contract administration, such as 
financial, administrative, cost or pricing or management information.  
 
"Unlimited rights," as used in this clause, means the right of the Government to use, disclose, reproduce, prepare derivative works, 
distribute copies to the public, and perform publicly and display publicly, in any manner and for any purpose whatsoever, and to have 
or permit others to do so.  
 
(b) Allocation of Rights. (1) The Government shall have--  
 
(i) Unlimited rights in all data delivered under this contract, and in all data first produced in the performance of this contract, except as 
provided in paragraph (c) of this clause for copyright.  
 
(ii) The right to limit exercise of claim to copyright in data first produced in the performance of this contract, and to obtain assignment 
of copyright in such data, in accordance with subparagraph (c)(1) of this clause.  
 
(iii) The right to limit the release and use of certain data in accordance with paragraph (d) of this clause.  
 
(2) The Contractor shall have, to the extent permission is granted in accordance with subparagraph (c)(1) of this clause, the right to 
establish claim to copyright subsisting in data first produced in the performance of this contract.  
 
(c) Copyright. (1) Data first produced in the performance of this contract.  
 
(i) The Contractor agrees not to assert, establish, or authorize others to assert or establish, any claim to copyright subsisting in any data 
first produced in the performance of this contract without prior written permission of the Contracting Officer. When claim to copyright 
is made, the Contractor shall affix the appropriate copyright notice of 17 U.S.C. 401 or 402 and acknowledgment of Government 
sponsorship (including contract number) to such data when delivered to the Government, as well as when the data are published or 
deposited for registration as a published work in the U.S. Copyright Office. The Contractor grants to the Government, and others 
acting on its behalf, a paid-up nonexclusive, irrevocable, worldwide license for all such data to reproduce, prepare derivative works, 
distribute copies to the public, and perform publicly and display publicly, by or on behalf of the Government.  
 
(ii) If the Government desires to obtain copyright in data first produced in the performance of this contract and permission has not 
been granted as set forth in subdivision (c)(1)(i) of this clause, the Contracting Officer may direct the Contractor to establish, or 
authorize the establishment of, claim to copyright in such data and to assign, or obtain the assignment of, such copyright to the 
Government or its designated assignee.  
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(2) Data not first produced in the performance of this contract. The Contractor shall not, without prior written permission of the 
Contracting Officer, incorporate in data delivered under this contract any data not first produced in the performance of this contract 
and which contain the copyright notice of 17 U.S.C. 401 or 402, unless the Contractor identifies such data and grants to the 
Government, or acquires on its behalf, a license of the same scope as set forth in subparagraph (c)(1) of this clause.  
 
(d) Release and use restrictions. Except as otherwise specifically provided for in this contract, the Contractor shall not use for purposes 
other than the performance of this contract, nor shall the Contractor release, reproduce, distribute, or publish any data first produced in 
the performance of this contract, nor authorize others to do so, without written permission of the Contracting Officer.  
 
(e) Indemnity. The Contractor shall indemnify the Government and its officers, agents, and employees acting for the Government 
against any liability, including costs and expenses, incurred as the result of the violation of trade secrets, copyrights, or right of 
privacy or publicity, arising out of the creation, delivery, publication, or use of any data furnished under this contract; or any libelous 
or other unlawful matter contained in such data. The provisions of this paragraph do not apply unless the Government provides notice 
to the Contractor as soon as practicable of any claim or suit, affords the Contractor an opportunity under applicable laws, rules, or 
regulations to participate in the defense thereof, and obtains the Contractor's consent to the settlement of any suit or claim other than 
as required by final decree of a court of competent jurisdiction; nor do these provisions apply to material furnished to the Contractor 
by the Government and incorporated in data to which this clause applies. 
 
 
 
I.3 MCL.I-1 DISCLOSURE OF CONFLICTS OF INTEREST AUGUST 2005 
 
 
 
It is the Department of Transportation's (DOT) policy to award contracts to only those offerors whose objectivity is not impaired 
because of any related past, present, or planned interest, financial or otherwise, in organizations regulated by DOT or in organizations 
whose interests may be substantially affected by Departmental activities. Based on this policy: 
 
(a) The offeror shall provide a statement in its proposal which describes in a concise manner all past, present or planned 
organizational, financial, contractual or other interest(s) with an organization regulated by DOT, or with an organization whose 
interests may be substantially affected by Departmental activities, and which is related to the work under this solicitation. The 
interest(s) described shall include those of the proposer, its affiliates, proposed consultants, proposed subcontractors and key personnel 
of any of the above. Past interest shall be limited to within one year of the date of the offeror's technical proposal. Key personnel shall 
include any person owning more than 20% interest in the offeror, and the offeror's corporate officers, its senior managers and any 
employee who is responsible for making a decision or taking an action on this contract where the decision or action can have an 
economic or other impact on the interests of a regulated or affected organization. 
 
(b) The offeror shall describe in detail why it believes, in light of the interest(s) identified in (a) above, that performance of the 
proposed contract can be accomplished in an impartial and objective manner. 
 
(c) In the absence of any relevant interest identified in (a) above, the offeror shall submit in its proposal a statement certifying that to 
its best knowledge and belief no affiliation exists relevant to possible conflicts of interest. The offeror must obtain the same 
information from potential subcontractors prior to award of a subcontract. 
 
(d) The Contracting Officer will review the statement submitted and may require additional relevant information from the offeror. All 
such information, and any other relevant information known to DOT, will be used to determine whether an award to the offeror may 
create a conflict of interest. If any such conflict of interest is found to exist, the Contracting Officer may (1) disqualify the offeror, or 
(2) determine that it is otherwise in the best interest of the United States to contract with the offeror and include appropriate provisions 
to mitigate or avoid such conflict in the contract awarded. 
 
(e) The refusal to provide the disclosure or representation, or any additional information required, may result in disqualification of the 
offeror for award. If nondisclosure or misrepresentation is discovered after award, the resulting contract may be terminated. If after 
award the Contractor discovers a conflict of interest with respect to the contract awarded as a result of this solicitation, which could 
not reasonably have been know prior to award, an immediate and full disclosure shall be made in writing to the Contracting Officer. 
The disclosure shall include a full description of the conflict, a description of the action the contractor has taken, or proposes to take, 
to avoid or mitigate such conflict. The Contracting Officer may, however, terminate the contract for convenience if he or she deems 
that termination is in the best interest of the Government. 
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I.4 52.232-18 AVAILABILITY OF FUNDS APRIL 1984 
 
 
 
Funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability 
of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any 
payment may arise until funds are made available to the Contracting Officer for this contract and until the Contractor receives notice 
of such availability, to be confirmed in writing by the Contracting Officer. 
 
 
 
  


