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SECTION G -- CONTRACT ADMINISTRATION DATA

G.1 CHANGE OF DESIGNATED TECHNICAL POINT OF CONTACT (TPOC)

TECHNICAL POINTS OF CONTACT
The Government's technical point of contact (COTR) for this Contract are changed as follows:
EFFECTIVE UNTIL 25 NOVEMBER 2007:

COTR: JOHN PORTELL
DEPUTY ADMINISTRATOR FOR ADMINISTRATION

EFFECTIVE STARTING 26 NOVEMBER 2007:

COTR: LOUIS EFFA
CHIEF INFORMATION OFFICER (CIO)
DEPARTMENT OF TRANSPORTATION (DOT)
U.S. MARITIME ADMINISTRATION (MARAD)
SOUTH EAST FEDERAL CENTER (SEFC), WEST BUILDING
1200 NEW JERSEY AVENUE, S. E., SECOND FLOOR
SOUTH WEST WING, MAR-340, CODE W26-445
WASHINGTON, DC 20590

E-Mail Address: louis.effa@dot.gov
Telephone: (202) 366-9727

The COTR is responsible for the technical aspects of the project and is technical liaison with the Contractor. The COTR is also
responsible for the final inspection and acceptance of all deliverables, and such other responsibilities as may be specified in the
contract/task orders.

The COTR is not authorized to make any commitments or otherwise obligate the Government or authorize any changes that affect the
contract price, terms or conditions. Any Contractor request for changes shall be referred to the Contracting Officer directly or through
the COTR. No such changes shall be made without the expressed prior authorization of the Contracting Officer.

The COTR may be changed by the Government at any time, but notification of the change, including the name and address of the
successor COTR, will be promptly provided to the Contractor by the Contracting Officer in writing.

The Contractor shall forward a copy of all invoices to the Contracting Officer's Technical Representative.

2. The Contractor's Primary Point of Contact shall be:
EFFECTIVE UNTIL 30 JANUARY 2008:

STANLEY ASSOCIATES, INC.
3101 Wilson Blvd. Suite 700
Arlington, VA 22201

Attention: Debra E. Davati, MBA
Federal/Civilian Accounts Contracts Manager

PH: 703-310-3183
FAX: 703-683-0039
E-Mail Address: debra.davati@stanleyassociates.com
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EFFECTIVE STARTING 31 JANUARY 2008:

Stanley Associates. Inc.
3101 Wilson Blvd., Suite 700
Arlington, VA 22201

Attention: Erin Straub, Contracts Administrator
PH: (703) 310-3192

Fax: (703) 310-3292
E-Mail Address: erin.straub@stanleyassociates.com
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SECTION H -- SPECIAL CONTRACT REQUIREMENTS
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SECTION | -- CONTRACT CLAUSES

1.1 1252.239-70 - SECURITY REQUIREMENTS FOR UNCLASSIFIED IT RESOURCES

1252.239-70 Security requirements for unclassified information technology resources
As prescribed in (TAR) 48 CFR 1239.70:

SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES
(APR 2005)

(a) The Contractor shall be responsible for Information Technology security for all systems connected to a Department of
Transportation (DOT) network or operated by the Contractor for DOT, regardless of location. This clause is applicable to all or any
part of the contract that includes information technology resources or services in which the Contractor has physical or electronic
access to DOT’s sensitive information that directly supports the mission of DOT. The term “information technology”, as used in this
clause, means any equipment or interconnected system or subsystem of equipment, including telecommunications equipment, that is
used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange,
transmission, or reception of data or information. This includes both major applications and general support systems as defined by
OMB Circular A-130. Examples of tasks that require security provisions include:

(1) Hosting of DOT e-Government sites or other IT operations;

(2) Acquisition, transmission or analysis of data owned by DOT with significant replacement cost should the contractor’s copy be
corrupted; and

(3) Access to DOT general support systems/major applications at a level beyond that granted the general public, e.g. bypassing a
firewall.

(b) The Contractor shall develop, provide, implement, and maintain an IT Security Plan. This plan shall describe the processes and
procedures that will be followed to ensure appropriate security of IT resources that are developed, processed, or used under this
contract. The plan shall describe those parts of the contract to which this clause applies. The Contractor’s IT Security Plan shall
comply with applicable Federal Laws that include, but are not limited to, 40 U.S.C. 11331, the Federal Information Security
Management Act (FISMA) of 2002 and the E-Government Act of 2002. The plan shall meet IT security requirements in accordance
with Federal and DOT policies and procedures, as they may be amended from time to time during the term of this contract that
include, but are not limited to:

(1) OMB Circular A-130, Management of Federal Information Resources, Appendix 111, Security of Federal Automated Information
Resources;

(2) National Institute of Standards and Technology (NIST) Guidelines;
(3) Departmental Information Resource Management Manual (DIRMM) and associated guidelines; and
(4) DOT Order 1630.2B, Personnel Security Management.

(c) Within 30 days after contract award, the contractor shall submit the IT Security Plan to the DOT Contracting Officer for
acceptance. This plan shall be consistent with and further detail the approach contained in the offeror's proposal or sealed bid that
resulted in the award of this contract and in compliance with the requirements stated in this clause. The plan, as accepted by the
Contracting Officer, shall be incorporated into the contract as a compliance document. The Contractor shall comply with the accepted
plan.

(d) Within 6 months after contract award, the contractor shall submit written proof of IT Security accreditation to the DOT for
acceptance by the DOT Contracting Officer. Such written proof may be furnished either by the Contractor or by a third party.
Accreditation must be in accordance with DOT Order 1350.2, which is available from the Contracting Officer upon request. This
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accreditation will include a final security plan, risk assessment, security test and evaluation, and disaster recovery plan/continuity of
operations plan. This accreditation, when accepted by the Contracting Officer, shall be incorporated into the contract as a compliance
document, and shall include a final security plan, a risk assessment, security test and evaluation, and disaster recovery/continuity of
operations plan. The contractor shall comply with the accepted accreditation documentation.

(e) On an annual basis, the contractor shall submit verification to the Contracting Officer that the IT Security Plan remains valid.

(f) The contractor will ensure that the following banners are displayed on all DOT systems (both public and private) operated by the
contractor prior to allowing anyone access to the system:

Government Warning
**WARNING*WARNING**WARNING**

Unauthorized access is a violation of U.S. Law and Department of Transportation policy, and may result in criminal or administrative
penalties. Users shall not access other user's or system files without proper authority. Absence of access controls IS NOT authorization
for access! DOT information systems and related equipment are intended for communication, transmission, processing and storage of
U.S. Government information. These systems and equipment are subject to monitoring by law enforcement and authorized
Department officials. Monitoring may result in the acquisition, recording, and analysis of all data being communicated, transmitted,
processed or stored in this system by law enforcement and authorized Department officials. Use of this system constitutes consent to
such monitoring.

**WARNING**WARNING**WARNING**

(9) The contractor will ensure that the following banner is displayed on all DOT systems that contain Privacy Act information
operated by the contractor prior to allowing anyone access to the system;

This system contains information protected under the provisions of the Privacy Act of 1974 (Public Law 93-579). Any privacy
information displayed on the screen or printed shall be protected from unauthorized disclosure. Employees who violate privacy
safeguards may be subject to disciplinary actions, a fine of up to $5,000, or both.

(h) Contractor personnel requiring privileged access or limited privileged access to systems operated by the Contractor for DOT or
interconnected to a DOT network shall be screened at an appropriate level in accordance with DOT Order 1630.2B, Personnel
Security Management, as it may be amended from time to time during the term of this contract.

(i) The Contractor shall ensure that its employees, in performance of the contract performing under this contract, receive annual IT
security training in accordance with OMB Circular A-130, FISMA, and NIST requirements, as they may be amended from time to
time during the term of this contract, with a specific emphasis on rules of behavior.

(1) The Contractor shall afford the Government access to the Contractor’s and subcontractors’ facilities, installations, operations,
documentation, databases and personnel used in performance of the contract. Access shall be provided to the extent required to carry
out a program of IT inspection (to include vulnerability testing), investigation and audit to safeguard against threats and hazards to the
integrity, availability and confidentiality of DOT data or to the function of information technology systems operated on behalf of
DOT, and to preserve evidence of computer crime.

(k) The Contractor shall incorporate the substance of this clause in all subcontracts that meet the conditions in paragraph (a) of this
clause.

(I) The contractor shall immediately notify the contracting officer when an employee terminates employment that has access to DOT
information systems or data.

(End of clause)

1.2 1252.242- CONTRACTING OFFICER'S TECHNICAL REPRESENTATIVE OCTOBER
73 1994
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(a) The Contracting Officer may designate Government personnel to act as the Contracting Officer's Technical Representative
(COTR) to perform functions under the contract such as review and/or inspection and acceptance of supplies, services, including
construction, and other functions of a technical nature. The Contracting Officer will provide a written notice of such designation to the
Contractor within five working days after contract award or for construction, not less than five working days prior to giving the
contractor the notice to proceed. The designation letter will set forth the authorities and limitations of the COTR under the contract.

(b) The Contracting Officer cannot authorize the COTR or any other representative to sign documents (i.e., contracts, contract
modifications, etc.) that require the signature of the Contracting Officer.




